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Since our last newsletter in June, we have observed the Court of Justice deliver a decision on the anticipated
Schrems Il case, an increase of media attention surrounding the privacy concerns of the COVID tracker app and
guidance from the DPC on website cookies.

Cookie Deadline Fast Approaches

In April 2020, the DPC published a report into the use of Cookies and have issued new guidance based on
their findings after a review across a selection of industries.

The DPC have set a deadline of 5th October to make the necessary changes, and meet compliance
standards, before any enforcement action is taken.

Key highlights for organisations to consider include:

e Implied consent for non-exempt cookies: an over-reliance on implied consent disclaimers e.g. “by
continuing to browse this site you consent to the use of cookies.” Others relied on pre-ticked boxes,
which are not permitted. Some websites set non-essential cookies without any user engagement.

e Labelling cookies as “necessary” or “strictly necessary” where they are not exempt: Consent
is not required only where the use of the cookie is necessary “for the sole purpose of carrying out
the transmission of a communication over an electronic communications network,” or where “strictly
necessary in order to provide an information society service explicitly requested by the user.”

e Insufficient information on the use of cookies and their purposes.

e Poorly designed cookie banners: many websites offered no choice other than “accept,” without
providing any additional information about the cookies.

e Bundling of consent for all purposes: users were unable to provide specific consent to different
cookie uses (e.g. necessary, analytics, marketing).

e Inability to vary or withdraw consent: the user interface of most websites had no obvious
functionality to change settings or withdraw consent at a later stage. Under Article 7(3) of the
GDPR, for consent to be “freely given” and therefore valid, users must be able to withdraw their
consent to the processing of their personal data at any time.

TikTok Investigation

As TikTok declared its plans to invest €420m in a
Dublin data centre, creating hundreds of new jobs,
the French data protection supervisory authority,
CNIL,.announced their privacy investigation. This
is following both a $5.7 million fine from the US for
illegally collecting children’s data, and the ongoing
P | investigation by the UK for similar violations.

VIRE M A Z AR S


https://www.dataprotection.ie/sites/default/files/uploads/2020-04/Data%20Protection%20Commission%20cookies%20sweep%20REVISED%2015%20April%202020%20v.01.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2020-04/Guidance%20note%20on%20cookies%20and%20other%20tracking%20technologies.pdf
https://www.irishtimes.com/business/technology/tiktok-to-invest-500m-in-data-centre-and-create-hundreds-of-jobs-1.4323052
https://www.bloomberg.com/news/articles/2020-08-11/tiktok-faces-probe-from-french-privacy-watchdog-after-complaint
https://www.ftc.gov/news-events/press-releases/2019/02/video-social-networking-app-musically-agrees-settle-ftc
https://www.breakingnews.ie/world/uk-data-regulator-hones-in-on-tiktok-as-it-makes-child-safety-top-priority-for-2020-972258.html
https://www.breakingnews.ie/world/uk-data-regulator-hones-in-on-tiktok-as-it-makes-child-safety-top-priority-for-2020-972258.html

EuroPrivacy Data Protection Certification

e Qur team of consultants are now certified Europrivacy Implementers and are ready to prepare your
organisation for the EuroPrivacy GDPR certification scheme.

e Certify your GDPR compliance, providing your organisation with a competitive edge.

e The certification process will include documentation review, technical tests and interviews.
e Benefits include reduction in likelihood and impact of risks and enhancing consumer trust .
e If you are interested in discussing this further, please get in touch with Liam.

AUDIT AND CERTIFICATION
IN DATA PROTECTION

Europrivacy“"'@ delivers gap analysis and certification of compliance with the European
General Data Protection Regulation (GDPR).

The Highly Anticipated Schrems Case

S— On 16th July, the Court of Justice of the European Union (CJEU) made a ruling that invalidated the EU-US
— Privacy Shield and data transfers that had previously relied on that mechanism.
e The decision at also cast doubt over SCCs, Data Controllers are now required to assess the level of data
protection the SCCs can provide, taking into account the data importers national legislation.
e All organisations should review their processing and identify transfers that rely on either Privacy Shield or
SCCs including any processors they rely on that transfer data.
e Undertake a Transfer Impact Assessment on the relevant processing activities to ensure risks to the rights
and freedoms of the data subjects are properly taken into account.
e Ifrelying on Privacy Shield identify a new transfer mechanism, if relying on SCCs, consider the nature and
complexity of the processing. Note the EC is preparing new SCCs in the medium term
e In the meantime, national supervisory authorities are taking time to assess how they plan to apply and
enforce the ruling. We also expect some guidance on Transfer Impact Assessments

Further Complaints Made by NOYB

« NOYB (the not for profit Max Schrems is a
part of) issued 101 complaints in August.

e« These focused on company websites that
use Google Analytics or Facebook Connect as
part of their cookies, Irish based companies
include RTE, AIB, and UCD

* This appears to be an attempt by Schrems to

force national Supervisory Authorities to act
on the above ruling
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https://www.rte.ie/news/business/2020/0716/1153787-analysis-facebook-data-ruling/
https://www.europrivacy.org/en
https://www.europrivacy.org/en
https://noyb.eu/en/101-complaints-eu-us-transfers-filed

HSE COVID Tracker App Causes Concern

Concerns have been raised over the privacy impact of CHVID e

the newly released HSE COVID Tracker app designed to URACHER Settings

slow the spread of COVID-19 in Ireland in 3 ways:

e alert the user where they have been in close contact
with another user who has tested positive, track

Welcome back
How are you feeling today?

user’'s symptoms and; anonymously warn other I'm good, no symptoms
users that you were in close contact with, if you test
positive I'm not feeling well today

The concerns are based around Google Play Services, on

Android devices, sending highly sensitive personal data Today's fight

to Google servers every 20 minutes. Additionally, the

otential for allowing IP based location tracking.
P a J g 146,373
e The HSE CIO has said that the app was designed to be Total Check-Ins today

privacy-focused

e A DPIA has also been completed, incorporating
feedback from the Attorney General's Office and the 1.9 some symptoms
DPC.

— 99% Feeling good

The DPC has issued guidance for parties who mistakenly receive personal:

Individuals should identify and contact the controller, ensure the data is secured, not use the data for other
purposes such as identifying or contacting the intended recipient as this is further processing of data and can
incur sanction.

e Organisations who wrongly receive data should act in a way that respects their obligations as a data
controller including application of the principles of data protection

e Controllers who lose control of the data to a third party, and that third party does not cooperate in the return
or deletion of the data, should take steps up to and including contacting the Gardai.
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https://www.dataprotection.ie/en/guidance-landing/guidance-relating-third-parties-accidentally-receipt-personal-data-relating-other
https://www.dataprotection.ie/sites/default/files/uploads/2020-08/Guidance%20for%20Individuals%20who%20Accidentally%20Receive%20Personal%20Data.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2020-08/Guidance%20for%20Organisations%20Accidentally%20in%20Receipt%20of%20Personal%20Data.pdf
https://www.dataprotection.ie/en/organisations/know-your-obligations
https://www.dataprotection.ie/en/organisations/know-your-obligations
https://www.dataprotection.ie/sites/default/files/uploads/2020-08/Guidance%20for%20Data%20Controllers%20who%20Lose%20Control%20of%20data%20to%20a%20Third%20Party.pdf
https://www.nytimes.com/2019/10/23/technology/quantum-computing-google.html
https://www.breakingnews.ie/ireland/hse-defends-covid-tracker-app-amid-privacy-concerns-1012000.html
https://www.gov.ie/en/press-release/bb5d9-department-of-health-and-the-hse-today-announce-the-publication-of-the-covid-tracker-app-data-protection-impact-assessment-and-source-code/
https://www.irishtimes.com/business/technology/race-against-time-the-inside-story-of-ireland-s-covid-tracker-app-1.4303509
https://github.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/Data%20Protection%20Impact%20Assessment%20for%20the%20COVID%20Tracker%20App%20-%2026.06.2020.pdf
https://www.mazars.ie/Home/Services/Consulting/Privacy-GDPR-Services
mailto:lmckenna%40mazars.ie?subject=GDPR
mailto:shipkin%40mazars.ie?subject=
https://www.mazarsupdates.com/
https://www.mazarsupdates.com/

